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CHALLENGES

FOR 5G

5G is set to bring exciting new use cases to the table, but with it, itõllalso bring heightened

complexity. Whilst degradations in quality of service(QoS) or quality of experience(QoE) may result

in frustrated subscribers,when it comes to enterprises, just a short time of network downtime can

causea significant loss in revenue,amounting to lossesof millions of dollars.

5G brings exiting new use casesand challenges

Monitoring 5G cannot be òmoreof the sameó

The reality is that CSPscannot continue to monitor their network in the same way they have done

with previous generations of mobile technology - in fact,itõsnot that theycanõt,but they simply will

not be able to. A 5G network will see the number of data sources - from network performance and

telemetry data, to events and alarms - increase dramatically which will require the CSPsto think of

new waysto monitoring their network infrastructure. Many aspectsof this new way will come in the

shape of automation enabled by AI and machine learning.

CSPswill need to be able to comply with strict

contract-backed SLAs that guarantee a certain

level of service. TheseSLAswill be critical for their

consumer and enterprise clients, reliant on

connectivity, to ensure they can offer the right

experienceand service,such as:

Å eGaming companies who will need to ensure

that players can take part in online game

sessions without the risk of latency getting in

the way or

ÅVirtual reality application providers that rely on

ultra-reliable, low latency communications

(eMBB).

ò5G is not just another G but it actually 

signals a larger shift, a paradigm shift. 

The promise that it holds is the fabric of 

connectivity we have today to expand 

ten times.ó

Aruna Sundararajan 
Indiaõs department of Telecommunications secretary

Enterprisecustomers will need to know that their users or customers are getting what theyõvepaid

for. If 5G Enterprise SLAsare not met, not only will it impact the CSPõsEnterprise customers, but it

will also come with significant financial penalties to them, a cost they simply cannot afford, given

all the investments they are making in building 5G network infrastructure.



3

© Copyright 2021 ðTEOCO Corporation. All rights reserved

ÅVertical service topology

Evolution over time

One of the premises of 5G is that the network can rapidly change over time and adapt to the

changing requirements of the slicesand services. Monitoring systemsneed to understand both the

òinitialstate zeroóof the network configuration, correlate the changes and then, through use of

analytics, understand their impact on performance and quality of service. Configuration changes

can happen at any level, such as container or a new network function, which requires correlation

and understanding through advancedanalytics to see the impact on QoS.

Service Assurancerequires 3-Dimensional Analytics

It is obvious that the complexity 5G brings will compel profound enhancements in Service

Assurancesolutions, both from a functional perspective as well as architectural. However, the most

important overarching change required, to empower 5G, is the ability to provide multi -dimensional

analyticsacrossthe 3 dimensions of :

Vertical Service Topology (Service Model)

5G brings a further vertical stratification

of the network topology . When network

functions were solely PNFs (Physical

Network Functions) the stratification

started from services,then went down to

domains and further down to network

functions. Now that network functions

are being virtualized and containerized,

further layersof virtualization/abstraction

are created beneath them, such as pods,

containers, micro-services and down to

the bare metal. This further stratification

increases the challenge of correlating

problems at each level and discovering

the impact they induce on the layers

above them.

5G makes Service Assurance even more complex

ÅHorizontal Service-slice topology ÅEvolution over time

CHALLENGES

FOR 5G

Horizontal Service Slice Topology

Permits the association of different network assets with a specific slices across the horizontal

network which in turn, permits that slice to be association of the different network assets and

associated SLAs,irrespective of if that network function is completely dedicated or common to a

number of different slicesand services.

Network evolution 

over time

Horizontal Service Slice topology

Services require 
vertical correlation 
(virtual & physical)

5G 

Functions

Physical 

Network

Service

Vertical Service Topology 

Horizontal 5G slice 

Implemented by VNFs, CNFs, Pods, Micro services
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Helix Service Assurance is an integrated solution that enables CSPsto efficiently address the

challengesof 5G; maintaining the highest quality of servicewhilst fostering new revenue streamsby

focusing on these core requirements:

AnalysysMason, 

AI and analytics systems, updated 20202

HELIX 

FOR 5G

Helix Service Assurance ðbuilt for 5G networks

5G presents a new and exciting opportunity for CSPs - it represents their golden ticket to

monetizing and achieving 5G ROI but doing so will require new thinking and new approaches. The

fault and network performance management systems of yesterday, simply wonõtwork for the

networks of tomorrow . More data and greater complexity means network engineers alone cannot

do it all and so we will need to add machine learning, AI and automation to ensure CSPsmaintain

and guarantee SLA-grade connectivity.

Helix òstandalone analytics layer has several commercial deployments, and

acts as a differentiating proposition for TEOCOówithin its 5G assurance

offering .
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Helix provides an extendable standardõscompliant (TM Forum SID), full servicemodel infused with

sophisticated analytics to propagate and correlate impacts from the lower layers of network and

network function components to the level of servicesand slices.

Helix brings near real-time visibility of the network by understanding the correlation between the

impacts at network level with the changes required at the slice/service level. Thisrequires analytical

capabilities to enable both a drill -down approach (identify the network resource that is contributing

most to the deterioration of the QoS of an impacted slice) as well as drill -up approach (calculate

the impact on a service/slice based on impacted network resources). Likewise, knowing the

horizontal topology of a slice or servicehelps understand the QoSper domain from an end to end

perspective.

HELIX solves the vertical and h orizontal service challenges

OSSdata, for ServiceAssurance,is traditionally classified in silos (Faults/ Events,Performance, and

service information) but the boundaries between them are blurring . This requires seamless

correlation, however, this correlation also needs to adapt as the network changes over time. Once

this correlation is done, AI/ML needs to be applied to ensure that the monitoring is not static but

adapts to the needs of the current network/ service. This creates use cases such as intelligent

dynamic thresholds of performance data, to generate TCAs(Threshold Crossing Alarms),which can

then be utilized as triggers for automated closed-loop healing actions that might drive changes

(scaleup a sliceor service)back into the network configuration tools.

Helix Horizontal E2E - Service/Slice Topology Helix Vertical E2E - Service/Slice Model

HELIX 

FOR 5G

Helix correlation and analytics solves the evolve over time conundrum


