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CHALLENGES
FOR 5G

5G brings exiting new use cases and challenges
5G is set to bring exciting new use cases to the table, but with it, it’ll also bring heightened
complexity. Whilst degradations in quality of service (QoS) or quality of experience (QoE) may result
in frustrated subscribers, when it comes to enterprises, just a short time of network downtime can
cause a significant loss in revenue, amounting to losses of millions of dollars.

“5G is not just another G but it actually
signals a larger shift, a paradigm shift.
The promise that it holds is the fabric of
connectivity we have today to expand
ten times.”

Aruna Sundararajan

India’s department of Telecommunications secretary

CSPs will need to be able to comply with strict
contract-backed SLAs that guarantee a certain
level of service. These SLAs will be critical for their
consumer and enterprise clients, reliant on
connectivity, to ensure they can offer the right
experience and service, such as:
•

eGaming companies who will need to ensure
that players can take part in online game
sessions without the risk of latency getting in
the way or

• Virtual reality application providers that rely on
ultra-reliable, low latency communications
(eMBB).

Enterprise customers will need to know that their users or customers are getting what they’ve paid
for. If 5G Enterprise SLAs are not met, not only will it impact the CSP’s Enterprise customers, but it
will also come with significant financial penalties to them, a cost they simply cannot afford, given
all the investments they are making in building 5G network infrastructure.

Monitoring 5G cannot be “more of the same”
The reality is that CSPs cannot continue to monitor their network in the same way they have done
with previous generations of mobile technology - in fact, it’s not that they can’t, but they simply will
not be able to. A 5G network will see the number of data sources - from network performance and
telemetry data, to events and alarms - increase dramatically which will require the CSPs to think of
new ways to monitoring their network infrastructure. Many aspects of this new way will come in the
shape of automation enabled by AI and machine learning.
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5G makes Service Assurance even more complex
It is obvious that the complexity 5G brings will compel profound enhancements in Service
Assurance solutions, both from a functional perspective as well as architectural. However, the most
important overarching change required, to empower 5G, is the ability to provide multi-dimensional
analytics across the 3 dimensions of:
• Vertical service topology

• Horizontal Service-slice topology

• Evolution over time

Vertical Service Topology (Service Model)
5G brings a further vertical stratification Vertical Service Topology
Network evolution
of the network topology. When network
over time
functions were solely PNFs (Physical
Horizontal 5G slice
Network Functions) the stratification Service
started from services, then went down to
Services require
vertical correlation
domains and further down to network
(virtual & physical)
functions. Now that network functions
are being virtualized and containerized,
5G
further layers of virtualization/abstraction Functions
are created beneath them, such as pods,
containers, micro-services and down to
the bare metal. This further stratification
increases the challenge of correlating Physical
Network
problems at each level and discovering
Horizontal Service Slice topology
the impact they induce on the layers
Service Assurance requires 3-Dimensional Analytics
above them.
Implemented by VNFs, CNFs, Pods, Micro services

Horizontal Service Slice Topology
Permits the association of different network assets with a specific slices across the horizontal
network which in turn, permits that slice to be association of the different network assets and
associated SLAs, irrespective of if that network function is completely dedicated or common to a
number of different slices and services.
Evolution over time
One of the premises of 5G is that the network can rapidly change over time and adapt to the
changing requirements of the slices and services. Monitoring systems need to understand both the
“initial state zero” of the network configuration, correlate the changes and then, through use of
analytics, understand their impact on performance and quality of service. Configuration changes
can happen at any level, such as container or a new network function, which requires correlation
and understanding through advanced analytics to see the impact on QoS.
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Helix Service Assurance – built for 5G networks
5G presents a new and exciting opportunity for CSPs - it represents their golden ticket to
monetizing and achieving 5G ROI but doing so will require new thinking and new approaches. The
fault and network performance management systems of yesterday, simply won’t work for the
networks of tomorrow. More data and greater complexity means network engineers alone cannot
do it all and so we will need to add machine learning, AI and automation to ensure CSPs maintain
and guarantee SLA-grade connectivity.
Helix Service Assurance is an integrated solution that enables CSPs to efficiently address the
challenges of 5G; maintaining the highest quality of service whilst fostering new revenue streams by
focusing on these core requirements:

Helix “standalone analytics layer has several commercial deployments, and
acts as a differentiating proposition for TEOCO” within its 5G assurance
offering.
Analysys Mason,
AI and analytics systems, updated 20202
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HELIX solves the vertical and horizontal service challenges
Helix provides an extendable standard’s compliant (TM Forum SID), full service model infused with
sophisticated analytics to propagate and correlate impacts from the lower layers of network and
network function components to the level of services and slices.
Helix brings near real-time visibility of the network by understanding the correlation between the
impacts at network level with the changes required at the slice/service level. This requires analytical
capabilities to enable both a drill-down approach (identify the network resource that is contributing
most to the deterioration of the QoS of an impacted slice) as well as drill-up approach (calculate
the impact on a service/slice based on impacted network resources). Likewise, knowing the
horizontal topology of a slice or service helps understand the QoS per domain from an end to end
perspective.

Helix Horizontal E2E - Service/Slice Topology

Helix Vertical E2E - Service/Slice Model

Helix correlation and analytics solves the evolve over time conundrum
OSS data, for Service Assurance, is traditionally classified in silos (Faults/ Events, Performance, and
service information) but the boundaries between them are blurring. This requires seamless
correlation, however, this correlation also needs to adapt as the network changes over time. Once
this correlation is done, AI/ML needs to be applied to ensure that the monitoring is not static but
adapts to the needs of the current network/ service. This creates use cases such as intelligent
dynamic thresholds of performance data, to generate TCAs (Threshold Crossing Alarms), which can
then be utilized as triggers for automated closed-loop healing actions that might drive changes
(scale up a slice or service) back into the network configuration tools.
© Copyright 2021 – TEOCO Corporation. All rights reserved
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In addition, alarms can be aggregated to identify
repetitions of events from the vast amounts of data
that would otherwise be missed by human
monitoring alone. Analytics can point to a network
asset about to fail to provide predictive insights.
Helix takes pride in its capability to inter-correlate
these datasets and enable a deeper understanding of
the root cause of problems at different levels of the
service model.

Helix enabling closed-loop automation and integrated OSS
5G will require automated closed-loops in order to
scale up/down slices and achieve service continuity
within the boundary of established SLAs. These
closed-loops require the timely exchange of
information, through standard APIs, between the
different players in the closed-loop, such as active
inventories, orchestrators, policy engines and
service assurance. Service Assurance will be the
initiator of many closed loop as the result of the
proactive and predictive identification of QoS and
QoE deterioration trends.

Helix Service Assurance Provides the "finger on
the pulse" of 5G value-added services

Figuratively speaking, the role of Service Assurance, in assuring value added services, in 5G is to
have the finger on the pulse of the network and all its related slices and services and discover any
anomaly or trend that might indicate that a service or slice is deteriorating or about to deteriorate.
Helix supports all the relevant standard APIs and supports importing slice provisioning data,
configuration changes and policies but also providing timely notifications about slice issues to
initiate closed loops. Helix has integrated with multiple orchestrators, slice managers, active
inventories and policy engines, so it is closed-loop ready to support all the relevant use cases in
slice assurance. Helix supports the evolving standard management APIs and data models from TM
Forum, 3GPP and ETSI NFV.
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Support for new 5G use cases, including Edge Computing and C-RAN
5G services are characterized by three main
categories of use cases – eMBB, uRLLC and mMTC.
Each one is designed to deliver either high
throughput, low latency or high capacity services. Of
course, hybrid use cases, such as those requiring both
very high bandwidth as well as high reliability and low
latency will have to be served by 5G networks as well.

Helix monitors all the different services and slices
associated with 5G use cases and identifies
degradations impacting the crucial parameters for
each slice - analyzing latency, reliability, capacity and
throughput.
Some services requiring low latency or local content rely on Multi-access Edge Computing (MEC)
centers residing at the edge of the network. Helix provides containerized MEC collection and
analytics agents for collecting data on-demand and triggering local closed loop functionality.
Helix provides extensive monitoring capabilities of all 5G transport networks, including C-RAN;
detecting degradation trends and correlating transmission problems that could impact services
and slices.

Network Cloudification, Virtualization and Softwarization
SDN and NFV are cornerstones of 5G, enabling virtualized and
distributed network cores, virtualized 5G RAN and SDN-based
networking. Together, they deliver the flexibility, agility and
scalability necessary for all the different 5G use cases, while also
supporting a multitude of new user types, services and devices.
Helix is able to monitor and analyse network functions whether
they are physical, virtual or cloud based, built over Openstack, or
Kubernetes (via Prometheus),
Helix collects and analyses data from multi-vendor, multi-technology virtual and physical networks,
service probes and external sources so that it can see various network hierarchies, correlate them
and than see the impact between these various highly complex layers.
© Copyright 2021 – TEOCO Corporation. All rights reserved
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Helix supporting extreme data volumes
Today’s complex telecom networks create large volumes of information that require intelligent
context-driven data collection and processing. Helix Service Assurance supports dynamic data
collection, use and analysis of billions of records a day including:
• Specific network resources/functions associated
with slices and services
• External, non-telecom data critical to understand
the orchestration needs of slices and services (e.g.
weather data for drones)
• Specific KPIs for ensuring QoS of network slices
and services (throughput, reliability, latency,
capacity, etc.)

5G

• Proactive detection of time-based degradation
trends and assurance of complex SLAs
With Helix, data collection and processing characteristics are determined by base templates, but the
system can dynamically change its characteristics. Increased collection can be activated in proactive
or troubleshooting mode, either manually or automatically.

5G Islands
5G is a new wireless technology composed of many
innovations and improvements but it does not live alone.
In the foreseeable future 5G will be, in many cases, in
islands surrounded by 4G oceans, so 4G will continue to
determine much of the 5G subscribers overall experience in
many places. This is especially true for 5G implementations
in high frequencies. For carriers, this means monitoring 4G
is as important as monitoring 5G. Helix provides
sophisticated monitoring of both technologies as well as
assurance of the continuity of IRAT handovers between 4G
and 5G areas as well as offloads into WIFI when relevant.

4G
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Your 5G evolution must be matched by a similar NOC SA strategy
TEOCO’s Helix Service Assurance provides full support of 5G technologies and domains,
helping carriers provide critical assurance of new digital services and solutions.
5G is such a transformative technology it not only changes how networks are designed, but how they
perform and what they deliver.
With all this change, CSPs
cannot continue with a ‘more
of the same’ approach towards
network management.
CSPs need to “act now to
assure their 5G strategy”
otherwise they will create an
“Assurance Gap” between their
network and service assurance
capabilities and their new
technologies and services that
they roll out to their customers.

“Assurance Gap” if you don’t Act Now

This especially holds true for service assurance, which plays a critical role in the proactive
management of 5G slices and automated service activation. Helix Service Assurance enables CSPs to
efficiently address all future 5G challenges – including the support of new revenue streams and
services.

TEOCO Wins 3x Catalyst Award for 5G
TM Forum’s award recognizes the
Catalyst teams’ outstanding work in
solving real-world challenges, making
future opportunities a reality.

2020
5G Ride On!
2019
5G Riders on the Storm
2018
5G Intelligent
Service Operations
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Helix: An Integrated Service Assurance Framework
Leading the transformation of Service Assurance to meet the requirements brought about by 5G
has been a top priority for TEOCO since the inception of 5G standards. This has been achieved by
augmenting our proven capabilities in fault, performance and service management with
machine-learning and AI based analytics, deep service modeling, impact analysis, and full
support for SDN and NFV, along with closed loop automation. Latest Helix release brings new
5G capabilities such as slice monitoring and support for containerized MEC agents, and the
integration with leading open source solutions such as ONAP.

Helix Service Assurance
Helix Analytics

Analytics

ML / AI

Automation

Fault Management

Performance Management

Service Management

Powerful proactive alarm management
system for NOC/SOC

Monitoring, optimization and
troubleshooting of complex services

E2E service experience powered by
advanced modeling and analytics

NFV/SDN

5G

4G

5G

4G

FWA

Enterprise

Consumer

IP

IoT

TEOCO has evolved its Helix Service Assurance suite to address the 5G world. The result is a mature
solution, ready to cope with the specific challenges of 5G; designed to help CSPs accelerate their
5G deployments and reap the multiple benefits this new technology brings.
Helix Service Assurance provides full support of 5G domains, services, slices, virtualization and use
cases. Powered by an integrated, yet independent, Helix Analytics layer, the outputs of which can
be set to trigger multiple processes, including closed loop automation.
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THANK YOU

Find out more information on HELIX 5g:
www.teoco.com/productsservices/service-assurance/
Contact Us:
E: hello@teoco.com
T: +1234567890
C: +1234567890
TEOCO Corporation
12150 Monument Drive, Suite 700 Fairfax,
VA 22033
www.teoco.com
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